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/me

•Developer once

•Pen(tester) now

•Ethical Hacker

•Trainer

•Breaker

•BSidesLjubljana
founder



https://medium.com/that-conference/test-until-fear-turns-to-boredom-fac0793b847d







/ pentesters





Don’t they do testing?











Results from our little research

•Analyzed web pentest results from last two years

•Compared those results with knowledge of 
juniors/newcomers

•Results
• ~ 20% of issues can be easily detected by different tools
• ~ 15% issues can be tested with no special tools, just browser
•Majority severity issues are LOW, some MEDIUM



Security testing???

• It’s like almost any other testing except with security 
and data integrity in primary focus

•You shouldn't be afraid and have your mind open for 
new things

•Think about common vulnerabilities and scenarios

•Use tools to help you! (you are used to use tools) ;)

•Enjoy!



Challenges of Security Testing

•Application Security testing
• Identifying all unintended functions in the code

• Testing using data that application is not expecting
• Try to get unintended responses from the application

• Identify some unplanned workflows in the application

•Not always trivial and simple task!
• Sometimes ‘ character gives really crazy results



Software testers

• Motivations
• Validation of correct execution

• Repeatable and predictable evidence

• Skills
• Deep understanding of actual usage

• Advantages
• Can reach every function/action

• Have test data for all cases

• Weaknesses
• Focused on “happy path”

• Little or no security expertise

• Can exercise much more 
than any pentester

• Can provide logs, test data, 
test environment

• Can repeat security tests 
long after pentester are 
gone

Characteristics Contribution to security

https://conference.eurostarsoftwaretesting.com/wp-content/uploads/K6-Paco-Hope-Wild-West-EuroSTAR-2015-Final-Slides.pdf



Testers vs pentesters

Costs



Myth or truth?

Everyone who has 
something to do with 

SOFTWARE has something 
to do with SOFTWARE 

SECURITY!





My hypothesis!

Every software/hardware 
tester should have 

small/tiny 
positive 

“criminal” 

mindset!



Think like a hacker!
• Terminology

• Defects known as vulnerabilities or vulns

• Mindset
• Program deviations, corner cases

• Method
• How to bypass or destroy things

• Tools
• Well known or private arsenal

• Goal
• Abuse, break, manipulate



Issues! Our own experience

•HTTP, secure cookies 
•Password policies allowing to set password as “a”
• In local storage admin=false or other values
•User with USER privilege can create another user
• Insufficient validation and session issues (expiration)
•Old or even vulnerable libraries used
• Improper error handling
•Negative amounts!





Errors, strange disclosures. Easy to spot and find!



Google!



Local storage

•Easy to spot

•No extra tools needed



Mobile app, 50k+ installs



Thing for success!



- 132



Demo – manipulate app logic



TOUCH ME!

• So what your title has to do with 

testing and testers???

• You need to start touching things 

outside of you comfort/knowledge

zone!

Why?

• To make our (pentester) life easier, 

so we can focus on real issues!



Ask yourself a question!



AppSec Testing 101

•Know at least some security basics
•There are plenty resources possible to find using Google

• OWASP (web, mobile, IoT)
• CWE (Common Weakness Enumeration) Classified application 

weaknesses
• WASC (Web Application Security Consortium) – Threat 

classifications

•Get familiar with Offensive and Defensive Techniques
• Mailing lists
• Conferences – talk to people – sharing is caring



Really good start for web, mobile, IoT, …



OWASP cont’d



Fresh from the oven!

https://administraitor.video/edition/OWASP%20Global%20AppSec-Amsterdam/2019



OWASP Testing Framework/guide

Every tester should/must be familiar with this! (only 224 pages)
• 4.2 Information Gathering

• 4.3 Configuration Management Testing

• 4.4 Business logic testing

• 4.5 Authentication Testing

• 4.6 Authorization Testing

• 4.7 Session Management Testing

• 4.8 Data Validation Testing

• 4.9 Testing for Denial of Service

• 4.10 Web Services Testing

• 4.11 Ajax Testing



OWASP TOP 10





OWASP ZAP

•Free proxy
•Portable – Java
•Simple to use
•Flagship product
•Point and shoot
•CI/CD ready
headless mode



ZAP with Jenkins







Serverless what?





Tools

•Browser – simple and effective, found on most OSes
• Choose one that you like
• Armor it with “hacking” add-ons

• Intercepting proxy is a must
• OWASP ZAP
• BurpSuite
• Charles for Mac fans

•Mobile
• Look into MobSF (Docker ready)
• MOBEXLER (fresh VM from yesterday)



Some extra ideas!

•Awake that part of your criminal mind!

•Read through
• Bug bounties
• Hacking walkthroughs (Google IppSec on Youtube)
• Check new vulnerabilities (ExploitDB)

•Get your hands dirty
• Docker to the rescue



https://medium.com/bugbountywriteup



Hack The Box platform



Real skills necessary!

•Damn vulnerable
• Web application
• Fat application
• DIVA – mobile application
• Web services
• Router
• ARM router
• Serverless Application
• …

Start practicing and if you fail, remember:

Kartojimas yra mokymosi
motina



Example - XVWA

•Real cases covered

•Easy start

•Easy setup

•One Docker instance 
for multiple hours of 
fun!



docker run --rm -p 3000:3000 bkimminich/juice-shop



More resources

•https://ctf101.org/
•https://hack.me/
•http://vulnhub.com/
•https://www.hackthebox.eu/
•https://lab.pentestit.ru/
•https://www.blackmoreops.com/2018/11/06/124-legal-

hacking-websites-to-practice-and-learn/

•Google: free hacking training

https://www.hackthebox.eu/
https://lab.pentestit.ru/
https://www.blackmoreops.com/2018/11/06/124-legal-hacking-websites-to-practice-and-learn/


Educate whole ecosystem!

•Developers – Software security best practices

•Testers – Methods for identifying vulnerabilities

•Security Professionals – Secure Software development 
(SSDLC), Software coding best practices

•Executives, System owners, etc. – Understanding the 
risk and why they should be concerned and invest $$$ to 
security testing too







New opportunities!



Conclusions

•Security is (getting) an issue!

•You need to reach out from your comfort zone!

•Touch, explore and play with new things!

•Remember: sharing is caring!

• Join meetups or even start some!

•Use the OWASP tools! From pros to pros!

•Develop your potential! You can do more!





Ačiū! 


