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What is a blockchain?

A blockchain, originally block chain, is a continuously growing list of records, 
called blocks, which are linked and secured using cryptography. Each block 
typically contains a cryptographic hash of the previous block, a timestamp, and 
transaction data. By design, a blockchain is resistant to modification of the 
data. It is "an open, distributed ledger that can record transactions between 
two parties efficiently and in a verifiable and permanent way".
https://en.wikipedia.org/wiki/Blockchain
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https://bitcoin.org/bitcoin.pdf

Only 9 pages!!!
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How it works - simplified

A database like Excel

Shared over the network over 50 PC’s (we call them nodes)

Node makes an update, and the change is distributed over the 
network

When another node makes an update, and saved, a notification 
is shown. (check to remain validity)
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https://bitcoin.org/bitcoin.pdf

How it works
Proof of Work

Proof of Stake
Proof of Stake differs entirely from Proof of 

Work.  Instead of building blocks through work 

output, the creator of a block is determined by 

their share, or stake, in a currency.

Under a Proof of Work system, miners 

compete to verify that all the transactions 

within the candidate block (the block currently 

being built) are legitimate. PoW is dictated by 

competition and computational output. 

https://coincentral.com/making-sense-of-proof-of-work-vs-proof-of-stake/
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Types of blockchains

Public Blockchains

Federated/Consortium Blockchains

Private Blockchains

Public Private

Access Open read/write access to DB Permissioned read/write to DB

Speed Slower Faster

Security PoW/PoS pre-approved participants

Identity
Anonymous Known identities

Costs Expensive Cheaper
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What are smart contracts?

Smart contracts help you exchange money, property, shares, or 
anything of value in a transparent, conflict-free way while 
avoiding the services of a middleman.
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Smart contract: the concept
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What are smart contracts?
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Where to find blockchains and smart contracts?

14usblogs.pwc.com/emerging-technology/how-smart-contracts-automate-digital-business/
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Impact on testing

Fast pace of blockchain technology

Adoption and Trust between organizations

Fast moving to be mainstream technology

Volatile transaction fees

Replacement of persons and processes

Unicity of data/ information

Security and authentication

Performance

Network latency

Test environment

Lack of good practices, tools, models

Black swans

Lack of Blockchain testing experience and good practices
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What to test?
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GUI

API Test

Integration test

Unit Test/ Component test

Register users

Query blockchain

Issue transactions

Proof of Work/ Stake

Proof of distribution

General Ledger

Nodes

Web applications

Blockchain apps

Wallet/faults

Native applications

Storage algorithms

Basic data model

Smart contracts

Real time auditing

Tokens, unique id asset

Based on Testing Pyramid Mike Cohn
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Security Testing

Test Types
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Blockchain Acces Testing

Hash algorithm Testing

Signature Testing

Functional 

Testing

Non Functional

Testing
Other Testing

Smart Contract Testing

Database Ledger testing

Node testing

AML/KYC business rules

Platform Performance

Scalability

Stability

Performance

Load

Network Latency

Cloud Testing

SOA/API Testing

GUI & Mobile Apps

Regression Testing
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New Skills?

Same skills applicable

Transaction process verification

Payment components

Addition requirements (e.g. Terms of smart contract)

No double spending

Boundary testing  and Performance 

Although:

Knowledge of the concept

Cryptographic skills

Ledgers

Getting common with new tools

Compliance & Security (like AML/KYC)
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Impact on Test environment

Miners’ resources needed ->also to test load/performance and 
network latency

Blockchain test environment ->testing in real environment you 
pay per transaction in cryptocurrency

Test data -> transactions are irreversible

Dynamic environment-> 
private vs public

Fork management?!
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Blockchain Test Tools

Ethereum Tester : Ethereum based applications

Truffle: ability to automate test for your contracts

Hyperledger Composer: development tool that supports interactive testing, 
automated unit testing and automated system testing

Ganache: for testing Ethereum contracts locally

Corda Testing Tools: Writing contract tests, Integration testing, Writing flow 
tests, Load testing

BitcoinJ: library for working with the Bitcoin protocol.
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Questions?
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